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INFORMATION TECHNOLOGY, CYBERSECURITY AND Al USAGE POLICY

This Information Technology and CyberSecurity Policy (the “Policy”) is meant to protect Altius Minerals
Corporation data and infrastructure, outline guidelines that govern cybersecurity measures and define IT
infrastructure usage. In 2025, the policy was expanded to include guidelines for the responsible use of
Artificial Intelligence.

The Policy applies to Altius, its subsidiaries and affiliates, and all employees and consultants of Altius.

1 Policy Scope

The policy applies to all stakeholders.

Altius user access to IT infrastructure usage is provided to employees to facilitate productivity and
assist them to effectively perform their duties and responsibilities within the company. Altius assigns
laptops, cellular phones or desktops and associated hardware and software to its employees and
requires that the hardware and software be used for conducting company business. If an employee
leaves voluntarily or involuntarily, the devices and any licensed software are expected to be
returned to Altius IT unless specified in a written agreement that is signed by the departing
employee and an authorized Altius employee. All users must respect the intended business use
of technologies, and comply with software licenses, property rights, user agreements,
confidentiality, and legal rights as per the Acceptable Use Policy that all users must review and
sign each year.

Altius expects users to strictly comply with the company’s Code of Conduct, policies, and all
applicable law when using the IT resources. This also includes respecting privacy and intellectual
property laws.

Altius expects users to be responsible for using complex passwords that are safeguarded against
any inadvertent access. The minimum password must be 14 characters with a minimum of three of
the following mix of character types: uppercase, lowercase, numbers, and symbols. The password
should not be identical to account hame or email address and should not be used for any other
applications. Passwords will only be changed at the discretion of the IT Manager or if a user
suspects their password has been compromised. The use of multi-factor authentication (MFA), a
process which requires users to provide two or more verification factors, along with enforced
complex password requirements negate the need for scheduled password changes.

Any data creation using Altius resources belongs to the company and cannot be used by or sent to
any unauthorized parties.

Altius IT infrastructure users are allowed to use removable media such as USB drives and portable
data drives on computers. However, sensitive information should be stored on removable media
only when required in the performance of assigned duties or when responding to legitimate
requests for information and must be approved by the immediate supervisor of the user or the IT
Manager.

Email usage by users should be treated in the same manner as any other form of communication.
Users must exercise caution when sending email. Confidential and proprietary company
information must not be forwarded unless that email is critical to business. The content of e-mail
should be in accordance to the conduct outlined in the code of business conduct by Altius.
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e Users are encouraged to scrutinize all emails before clicking links or making responses. The IT
manager from time to time sends out updates as to new phishing techniques and reminders to be
vigilant. All users will defer to the IT manager if they receive an email they are suspicious of before
they take any further action.

e The use of remote access Virtual Private Network (VPN) connections to facilitate data transfer
between employees should be done under the guidelines of the existing IT processes. All
accounting, investor relations, compliance, disclosure and due diligence information is expected to
be stored on the company file servers to allow for company access.

e Security breaches must be reported immediately to the IT Manager. The issues must be
documented including any follow-up after the incident.

e Altius uses an Endpoint Detection and Response software as well as Managed Detection and
Response technology which is industry leading with respect to ransomware and malware
protection. All laptops, desktops, servers having access to the network have this software installed.
It is constantly updated to the most current version using smart updates.

e Altius subscribes to a third party that provides quarterly vulnerability assessment reviews and
recommendations to remove or mitigate potential vulnerabilities. In addition, Altius also subscribes
to a service that continuously monitors all public facing IT apparatus and advises on any
vulnerabilities that could potentially be exploited. Recommendations from both services are
reviewed and acted upon if so required.

e Board members will be offered continuing education in cybersecurity in order to better understand
and evaluate Altius’s preparedness. This includes phishing awareness training that all users are
required to participate in.

e The Altius IT Manager will be provided with opportunities for continuing education and other
resources necessary to maintain knowledge of this rapidly evolving field.

2 Responsible Use of Artificial Intelligence (“Al”)

e The Board of Directors (“the Board”) acknowledges that Al applications present significant
opportunity to streamline and optimize search processes, reduce the time required to complete
tasks, and introduce other efficiencies and insights to Altius business processes. However, the use
of Al confers risk in areas including privacy and security, potential bias and discrimination as well
as the risk of reliance on Al data or assumptions that require additional verification. Al is not to be
relied upon for legal or regulatory advice, unless verified by legal or regulatory sources.

o Altius reserves the right to monitor all Altius users’ Al use on its IT systems, as reasonably required
to protect its business interests and meet legal obligations. Employees should have no expectation
of privacy on any company device using Al applications for business or personal use.

e GenAl usage by Altius staff, management, board members and any other authorized third-party
person is subject to the Generative Al Usage Manual (“GenAl Manual”) which is an internal
document describing use cases, required training, prohibited content and compliance.

o Alist of authorized Al applications and a separate list of prohibited applications are maintained by
the IT Manager and updated regularly.

e The Altius Audit Committee is tasked with the governance of GenAl use by all staff, management
and board members with the assistance of the IT Manager, subject to final approval by the
Governance & Sustainability Committee. The GenAl Manual will be reviewed every six months or
as needed, reflecting the pace of growth in Al usage.
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o Altius staff, management and board members intending to use GenAl applications for Altius related
tasks must complete the prescribed Al training and risk awareness course(s) prior to any authorized
use of the technology.

e Entering non-public information into any Generative Al (“GenAl”) platforms is strictly prohibited.

e All Al generated data that is to be presented as Altius disclosure must be reviewed for accuracy
and requires separate fact-checking.

e Any failure to comply with the GenAl Manual may be grounds for disciplinary actions, up to and
including termination of employment.

3 Review of this Policy

The Board recognizes that the policy is constantly evolving and will review this policy on a regular basis to
ensure that it is effective in achieving its objectives and that the Corporation’s practices continue to be
representative of sound corporate governance practices.

4 History

This policy was initially adopted by the Board on August 9, 2021, reviewed every 6 months and amended,
reviewed and approved by the Board on November 11, 2025.
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